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Memo

To:
All

From:
Michael Nostrom

Date:
11/18/2004
Re:
Network Password Change Policy

As you all know we currently do not have any password change policy in effect. Concerns about the security of College’s networks, the Foundation Information Systems department has adopted several new policies regarding the use and abuse of passwords. They are listed below and will be come effective immediately.

1) All network users will be required to change their password at least once every 90 days. Users will be able to do this online.

2) Users will not be able to change their password again within 15 days.

3) Users will not be allowed to use any of their last 5 passwords.

4) Accounts will be lock-out automatically after 5 invalid password attempts for a duration of 30 minutes. After which time the account will automatically unlock and allow the user to attempt his/her password again.

5) All requests to have a password reset (i.e., forgotten password, locked accounts, etc.) must be by the owner of the account either in person or by phone to Michael Nostrom x7-4860 or Jeffery Mitchell x7-4990. All requests will be logged.

6) Password must be at least 6 characters long, not contain the user’s first or last name, and have a minimum of 3 out of the following 4 types of characters: numbers, lower-case letters, upper-case letters, and special characters (i.e., ?, !, @, #, $, %, ^, &, *, etc.). For example, figureitout is not a valid password, but F1gure1t0ut or f1gure!tout is.

7) Anyone who has been found to have disclosed, or in any way compromised, their Foundation network password will have their network access immediately suspended. Notice of the suspension will be reported to the appropriate Section Chair or Department manager and to the Dean of the College. The current password will be changed and the new password will be provided only upon 
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