Binghamton University

State University of New York
Principles for Protection of Confidential Information
It is the responsibility of all University employees and/or persons with access to University data to respect the highest level of privacy for their colleagues and other members of the University community. All persons with access to University systems are responsible for compliance with the University privacy policies (available online at http://computing.binghamton.edu/policies/).  Also, all persons with access are required to read, understand, and abide by the following principles: 
· Although I may have broad access to student and/or employee information, I will access and use only that information that is necessary to perform my duties.

· I will not release confidential information from student or employee records, in any form, to any other party except in accordance with Binghamton University’s applicable policies and procedures.

· When discussing confidential student or employee information with others for authorized purposes, I will exercise care to keep the conversation private and not to be overheard by others not authorized to have such access.

· I will maintain my network and computer personal IDs and passwords in confidence. I will not disclose them to any other person or authorize others to use them. 

· I understand and agree that my obligation to maintain confidentiality will continue even after I leave the employment of Binghamton University. 

· I understand that any violation of this agreement will result in immediate termination of my access to online confidential information and may also result in disciplinary action, up to and including dismissal. 

· I understand that violation of this Agreement is a serious matter and that I may be held personally liable for claims which may arise from such violations. 
